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Inspector Name: _____________________________    Date: ______________
Signature: _____________________________

PFSA & PFSP Documentation Validity and Review

SN Inspection Item Note Good Repair Replace NA

1 PFSA review date within 5 years □ □ □ □
2 PFSP approved by DJPL □ □ □ □
3 PFSP amendment log current □ □ □ □
4 PFSA threats and vulnerabilities documented □ □ □ □
5 PFSP covers all three security levels □ □ □ □
6 PFSP distributed to key personnel only □ □ □ □
7 PFSP hard copy access-controlled □ □ □ □
8 PFSA conducted by qualified assessor □ □ □ □
9 PFSP version number confirmed current □ □ □ □

10 PFSA reassessment triggered by incident □ □ □ □

SoCPF Certification, DJPL Verification & IMO GISIS

SN Inspection Item Note Good Repair Replace NA

11 SoCPF valid within 5-year period □ □ □ □
12 SoCPF issued by DJPL □ □ □ □
13 IMO GISIS record matches SoCPF □ □ □ □
14 SoCPF posted at facility entrance □ □ □ □
15 Interim SoCPF replaced by full certificate □ □ □ □
16 DJPL verification visit records on file □ □ □ □
17 SoCPF copy sent to ship agents □ □ □ □
18 Facility UN LOCODE correct on SoCPF □ □ □ □
19 SoCPF renewal timeline confirmed □ □ □ □
20 RSO assessment report on file □ □ □ □



Port Security Committee & PSO/PFSO Appointments

SN Inspection Item Note Good Repair Replace NA

21 Port Security Committee established □ □ □ □
22 PSO appointed and documented □ □ □ □
23 PFSO appointment letter on file □ □ □ □
24 Alternate PFSO designated □ □ □ □
25 PSC meeting minutes maintained □ □ □ □
26 PFSO contact details posted □ □ □ □
27 PSO authority and responsibilities defined □ □ □ □
28 Security organisation chart current □ □ □ □
29 PFSO reports to port management □ □ □ □
30 PSC annual review completed □ □ □ □

PFSO & Security Personnel Certification & Training

SN Inspection Item Note Good Repair Replace NA

31 PFSO certificate valid per PM 134/2016 □ □ □ □
32 PFSO renewal within 3-year period □ □ □ □
33 PFSO holds IMO Model Course 3.21 □ □ □ □
34 Security officers hold valid certification □ □ □ □
35 Guard company BUJP licence confirmed □ □ □ □
36 Security personnel training records on file □ □ □ □
37 Awareness training for all port staff □ □ □ □
38 New staff security induction documented □ □ □ □
39 Refresher training schedule maintained □ □ □ □
40 Training records accessible for KPLP audit □ □ □ □

Security Level Declaration & Escalation Procedures

SN Inspection Item Note Good Repair Replace NA

41 Current security level posted at facility □ □ □ □
42 Security level communicated to all ships □ □ □ □
43 Level 2 escalation procedures documented □ □ □ □
44 Level 3 contact with DJPL confirmed □ □ □ □
45 Security level change log maintained □ □ □ □
46 VHF channel for security comms confirmed □ □ □ □
47 PFSO notified of level change immediately □ □ □ □
48 Security level history records kept □ □ □ □
49 Escalation drills conducted annually □ □ □ □
50 National threat level linked to port level □ □ □ □



Port Facility Access Control – Landside Perimeter

SN Inspection Item Note Good Repair Replace NA

51 Perimeter fence intact and inspected □ □ □ □
52 All access gates manned or locked □ □ □ □
53 Visitor ID verification procedure active □ □ □ □
54 Vehicle entry log maintained □ □ □ □
55 Unauthorised access signs posted □ □ □ □
56 CCTV covers all landside entry points □ □ □ □
57 Security pass system operational □ □ □ □
58 Restricted area boundaries clearly marked □ □ □ □
59 Guard patrol schedule documented □ □ □ □
60 Perimeter lighting fully operational □ □ □ □

Port Facility Access Control – Waterside & Anchorage

SN Inspection Item Note Good Repair Replace NA

61 Waterside perimeter patrol conducted □ □ □ □
62 Floating barrier or boom fitted if required □ □ □ □
63 Vessel approaches monitored by CCTV □ □ □ □
64 Anchorage security patrols documented □ □ □ □
65 Unauthorised vessel boarding prevented □ □ □ □
66 PFSO notified of all vessel approaches □ □ □ □
67 Marine patrol unit contact confirmed □ □ □ □
68 Night waterside patrol schedule maintained □ □ □ □
69 Underwater threat assessment completed □ □ □ □
70 Waterside lighting operational at night □ □ □ □

Cargo, Vehicles & Dangerous Goods Screening

SN Inspection Item Note Good Repair Replace NA

71 Cargo scanning equipment operational □ □ □ □
72 100% vehicle inspection at gate □ □ □ □
73 DG manifest checked before entry □ □ □ □
74 Seal numbers verified against manifest □ □ □ □
75 Suspicious cargo reporting procedure posted □ □ □ □
76 Cargo tracking log maintained □ □ □ □
77 Unaccompanied cargo inspection completed □ □ □ □
78 DG storage area segregated and marked □ □ □ □
79 Screening records retained for audit □ □ □ □
80 K9 or X-ray screening available if required □ □ □ □



Ship/Port Interface – Declaration of Security (DoS)

SN Inspection Item Note Good Repair Replace NA

81 DoS template available at facility □ □ □ □
82 DoS completed for all Level 2/3 ships □ □ □ □
83 DoS signed by SSO and PFSO □ □ □ □
84 DoS records retained for 1 year □ □ □ □
85 DoS issued within 12 hours of arrival □ □ □ □
86 Ship security level confirmed before DoS □ □ □ □
87 PFSO contacts SSO before berthing □ □ □ □
88 DoS covers cargo, bunkering and stores ops □ □ □ □
89 DoS reviewed for each new operation □ □ □ □
90 DoS filing system accessible for KSOP □ □ □ □

Vessel Access Control, Gangway & Restricted Areas

SN Inspection Item Note Good Repair Replace NA

91 Gangway access log maintained □ □ □ □
92 ID checked for all boarding persons □ □ □ □
93 Ship's restricted areas identified □ □ □ □
94 Gangway CCTV operational □ □ □ □
95 Visitor log signed on and off □ □ □ □
96 Unauthorised persons refused access □ □ □ □
97 Security guard stationed at gangway □ □ □ □
98 Boarding officer briefs new arrivals □ □ □ □
99 Crew shore leave log maintained □ □ □ □

100 Gangway lighting operational at night □ □ □ □

CCTV, Surveillance, Lighting & Security Equipment

SN Inspection Item Note Good Repair Replace NA

101 All CCTV cameras operational □ □ □ □
102 CCTV recording retained for 30 days □ □ □ □
103 CCTV blind spots identified and addressed □ □ □ □
104 Security control room manned 24/7 □ □ □ □
105 Perimeter lighting tested monthly □ □ □ □
106 Emergency lighting tested quarterly □ □ □ □
107 CCTV maintenance records on file □ □ □ □
108 Intrusion detection alarms operational □ □ □ □
109 CCTV footage available for incident review □ □ □ □
110 Security equipment inspection log current □ □ □ □



Incident Reporting, Breach Response & Investigation

SN Inspection Item Note Good Repair Replace NA

111 Security incident report form available □ □ □ □
112 All incidents reported to KSOP within 24 hrs □ □ □ □
113 PFSO notified immediately of breach □ □ □ □
114 Incident log maintained at facility □ □ □ □
115 Breach investigation procedure documented □ □ □ □
116 Evidence preservation procedure known □ □ □ □
117 Polri KP3 emergency contact confirmed □ □ □ □
118 Bakamla and TNI-AL contact on file □ □ □ □
119 Post-incident review completed □ □ □ □
120 Corrective actions from incidents tracked □ □ □ □

Training, Drill & Exercise (TDE) Programme – PM 134/2016

SN Inspection Item Note Good Repair Replace NA

121 Security drills conducted quarterly □ □ □ □
122 Annual full-scale exercise completed □ □ □ □
123 Drill records available for KPLP audit □ □ □ □
124 Ship/port interface drill completed □ □ □ □
125 Level 2 escalation drill conducted □ □ □ □
126 Communication drill with DJPL completed □ □ □ □
127 Drill debrief and lessons learned recorded □ □ □ □
128 Drill schedule posted for next 12 months □ □ □ □
129 New staff participate in first drill □ □ □ □
130 TDE programme reviewed annually □ □ □ □

Ship Security Certificate (ISSC) & Ship Pre-Arrival

SN Inspection Item Note Good Repair Replace NA

131 ISSC verified before berthing granted □ □ □ □
132 Ship's security level confirmed on arrival □ □ □ □
133 Last 10 ports list received from ship □ □ □ □
134 SSO contact details obtained from master □ □ □ □
135 ISSC expiry date checked □ □ □ □
136 Interim ISSC noted and escalated □ □ □ □
137 Ship pre-arrival security notification received □ □ □ □
138 Security level mismatch resolved before berthing □ □ □ □
139 ISSC copy retained in port records □ □ □ □
140 PFSO confirms ship ISPS compliance □ □ □ □



Inaportnet Pre-Arrival & KSOP Port Authority Interface

SN Inspection Item Note Good Repair Replace NA

141 Pre-arrival notification via Inaportnet received □ □ □ □
142 KSOP notified of vessel arrival time □ □ □ □
143 Ship agent confirmed as Inaportnet user □ □ □ □
144 Security-related FAL forms uploaded □ □ □ □
145 KSOP security inspection scheduled □ □ □ □
146 Port authority boarding records maintained □ □ □ □
147 Inaportnet SPB linked to ISPS clearance □ □ □ □
148 KSOP contact details at berth posted □ □ □ □
149 Port authority inspection report filed □ □ □ □
150 Inaportnet records accessible for audit □ □ □ □

TERSUS & TUKS Special Terminal ISPS Compliance

SN Inspection Item Note Good Repair Replace NA

151 TERSUS terminal ISPS status confirmed □ □ □ □
152 TUKS operator holds valid SoCPF □ □ □ □
153 TERSUS PFSP covers special operations □ □ □ □
154 TUKS security personnel certified □ □ □ □
155 TERSUS perimeter secured and patrolled □ □ □ □
156 TUKS CCTV coverage confirmed □ □ □ □
157 TERSUS DG handling area secured □ □ □ □
158 TUKS PFSO contact confirmed □ □ □ □
159 Joint drill with TUKS completed □ □ □ □
160 TERSUS security log maintained □ □ □ □

Dangerous Goods, Hazardous Materials & Weapon Detection

SN Inspection Item Note Good Repair Replace NA

161 DG cargo IMDG class declared on entry □ □ □ □
162 Weapon detection equipment operational □ □ □ □
163 Metal detector at personnel gate working □ □ □ □
164 Prohibited items list posted at gate □ □ □ □
165 Hazmat response plan on file □ □ □ □
166 BAPETEN radiation monitor confirmed if required □ □ □ □
167 BNN drug detection procedure documented □ □ □ □
168 Suspicious package response drill completed □ □ □ □
169 DG segregation in storage confirmed □ □ □ □
170 Hazmat incident reporting procedure posted □ □ □ □



Cybersecurity, Comms Security & PFSP Data Protection

SN Inspection Item Note Good Repair Replace NA

171 PFSP cybersecurity annex completed □ □ □ □
172 PFSP sensitive sections access-restricted □ □ □ □
173 Security control room IT access controlled □ □ □ □
174 BSSN guidelines applied to port systems □ □ □ □
175 CCTV network isolated from public internet □ □ □ □
176 Security communications encrypted where

possible □ □ □ □
177 Cyber incident reporting procedure documented □ □ □ □
178 Password policy enforced on security systems □ □ □ □
179 Staff cyber awareness training completed □ □ □ □
180 USB and removable media policy enforced □ □ □ □

Internal Audit, KPLP/KSOP Verification & NCR Closeout

SN Inspection Item Note Good Repair Replace NA

181 Internal ISPS audit completed annually □ □ □ □
182 Audit findings logged and tracked □ □ □ □
183 All NCRs have assigned corrective actions □ □ □ □
184 Critical NCRs closed before SoCPF renewal □ □ □ □
185 KPLP external verification visit records on file □ □ □ □
186 KSOP inspection deficiency log maintained □ □ □ □
187 Audit checklist aligned with PM 134/2016 □ □ □ □
188 Audit report shared with port management □ □ □ □
189 Audit schedule posted for next year □ □ □ □
190 Previous audit recommendations reviewed □ □ □ □

SoCPF Renewal, RSO/BUJP Engagement & Continuous Improvement

SN Inspection Item Note Good Repair Replace NA

191 SoCPF renewal application submitted on time □ □ □ □
192 RSO or BUJP engaged for renewal audit □ □ □ □
193 PFSA review completed before renewal □ □ □ □
194 PFSP updated before renewal submission □ □ □ □
195 DJPL renewal assessment date confirmed □ □ □ □
196 ABUPI membership and guidance reviewed □ □ □ □
197 Security improvement actions documented □ □ □ □
198 Lessons from incidents feed into PFSP □ □ □ □
199 Renewal cost and timeline planned □ □ □ □
200 Post-renewal GISIS record updated □ □ □ □


